
8

Endpoint
Controls

File Server 
Protection Encryption

Mobile 
Security
& MDM

Systems 
Management

Mail, Web & 
Collaboration 

Protection

Centralised
Management

Anti-Malware
& Firewall

Select

 KASPERSKY
ENDPOINT SECURITY
FOR BUSINESS

Tools to enable a mobile workforce, ensure IT security policy conformity and 
block malware.

Kaspersky’s ‘Select’ tier includes mobile device deployment and protection via Mobile Device 
Management (MDM) and mobile security technologies. Endpoint control tools (web, device 
and application) help your organisation enforce IT policy, keeping the essential elements of 
your IT environment secure.
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Kaspersky Endpoint Security for Business — Select Tier. Featuring Control tools and Mobile Security.
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INNOVATIVE ANTIMALWARE TECHNOLOGIES
Combined signature-based, proactive and cloud-
assisted detection results in real-time protection. 
A safe browser and anti-spam increase the security.

DEPLOYMENT WITH OVER THE AIR (OTA) 
PROVISIONING
The ability to pre-confi gure and deploy applications 
centrally using SMS, email and PC.

REMOTE ANTITHEFT TOOLS
SIM-Watch, Remote Lock, Wipe and Find all prevent 
unauthorised access to corporate data if a mobile 
device is lost or stolen.

APPLICATION CONTROL FOR MOBILE DEVICES
Monitors applications installed on a mobile device 
according to the pre-defined group policies. 
Includes a “Mandatory Application” group.

SUPPORT FOR EMPLOYEE OWNED DEVICES
Corporate data and applications are isolated in 
encrypted containers which are transparent to the 
user. This data can be wiped separately.

APPLICATION CONTROL
Enables IT administrators to set policies that allow, 
block or regulate applications and privileges in the 
operating system.

DEVICE CONTROL
Allows the administrator to set, schedule and 
enforce data policies with removable storage or any 
other type of peripheral device — connected to any 
bus type, not just USB.

WEB CONTROL
Means that endpoint-based surfing controls follow 
the user — whether on the corporate network 
or roaming.

DYNAMIC WHITELISTING
Real-time file reputations delivered by the 
Kaspersky Security Network ensure your approved 
applications are malware free and help maximise 
user productivity.

ENDPOINT CONTROLS:

KASPERSKY SECURITY FOR MOBILE:

KEY FEATURES:

INTRODUCING IN THIS TIER:

POWERFUL ENDPOINT ANTIMALWARE
Kaspersky’s ‘best of breed’ signature and 

heuristics based protection operates at multiple 

levels in the operating system, rooting out malware. 

The cloud-based Kaspersky Security Network (KSN) 

protects users in real time against new threats.

FLEXIBLE, GRANULAR CONTROL TOOLS
A cloud-based, categorised database of safe 

and unsafe applications and websites helps 

the administrator to set and enforce policies 

for applications and web surfi ng, while granular 

controls ensure that only specifi c devices can plug 

in to machines on the network.

EFFICIENT MOBILE DEPLOYMENT AND 
SECURITY FOR SMARTPHONES AND TABLETS
Agent-based mobile security is available for 

Android™, BlackBerry®, Symbian and Windows 

Phone® Mobile devices. Mobile device policies and 

software can be securely deployed over the air to 

these and to iOS and Samsung devices through 

mobile device management.


